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Descrfptton 

[0001] This invention relates generaly to computer 
networks and, more particularly, to effident synchroni- 
zation of information across a conrputer network. 

BACKGROUND OF THE INVEfHION 

[0002] Acomputernetworkisageographk^ityd'^rib- 
uted collectkxi of interconnected communication links 
for transporting data between nodes, such as comput- 
ers. A plurality of computer networks may be further in- 
terconnected by intermediate nodes, or routers, to ex- 
tend the effective "size" of the networks. Many types of 
computer networks are available, with the types ranging 
from k>cal area networks (LANs) to wkie area networks. 
A LAN. for example, is a limited area network that typi- 
cally consists of a transmission medium, such as coaxial 
cable or twisted pair, for interconnecting nodes. These 
nodes typically communicate by exchanging discrete 
'packets' of data according to predefined protocols. In 
this context, a protocol consists of a set of rules defining 
how the nodes interact with each other. 
[0003] In order to reduce design conrtplexity. most net- 
works are organized as a series of hardware and soft- 
ware levels or "layers" within each node. These layers 
interact to format data for transfer between, e.g., a 
source node and a destinatkxi node communicating 
over the network. Specifically, predetermined services 
are performed on the data as It passes through each 
layer and the layers communicate with each other by 
means of the predefined protocols. This layered design 
permits each layer to offer selected sen/ices to other lay- 
ers using a standardized interface that shiekis those lay- 
ers from the detaBs of actual implementation of these n^- 
ices. 

[0004] In an attempt to standardize network architec- 
tures, i.e.. the sets of layers and protocols used within 
a network, a generalized model has been proposed by 
the Intematbnal Standards Organ izatkxi (ISO). The 
rrKxJel, called the Open Systems Interconnection (OSI) 
reference nrxxiel, is directed to the interconnection of 
systems that are "open' for communk^atkxi with other 
systems. The proposed OSI model has seven layers 
whk:h are termed, in ascending interfacing order, the 
physical, c^ta Imk, networK transport, session, presen- 
tation, and appficathn layers. These layers are ar- 
ranged to form a "protocol etack" in each node of the 
network. 

[0005] Fig. 1 illustrates a schematic block diagram of 
prior art protocol stacks 125 and 175 used to transmrt 
data between a source node 110 and a destlnatkxi node 
1 50 . respectively, of a computer network 1 00. Each pro- 
tocol stack is structured according to the OSI seven-lay- 
er model; accordingly, each stack comprises a collection 
of protocols, one per layer. As can be seen, the protocol 
stacks 1 25 and 1 75 are physically connected through a 
communications channel 1 80 at the physical layers 1 24 



and 164. For ease of description, the protocol stack 125 
will be descrbed. 

[0006] Broadly stated, the physkral layer 124 trans- 
mits a raw data bit stream over a communicatton chan- 

s nel 180. while the data link layer 122 manipulates the 
bit stream and transfonms it into a datastream thai ap- 
pears free of transmissk>n errors. This latter task is ac- 
complished by divkjing the transmitted data into frames 
and transmitting the frames sequentially, accompanied 

10 with error connecting mechanisms for detecting or cor- 
recting errors. The network layer 1 20 routes data pack- 
ets from the source node to the destlnatkxi node by se- 
lecting one of many altemative paths through the phys- 
ical network. The transport layer 1 1 8 accepts the datast- 

IS ream from the sesskxi layer 1 1 6, apportkxis it into small- 
er units (if necessary), passes the smaller units to the 
network layer 120 and provkJes appropriate mecha- 
nisms to ensure that all the units arrive correctly at the 
destinatbn. 

20 [0007] The session layer 116 establishes data trans- 
fer "sessions" between sofhware processes on the 
source and destinatkxi nodes, atong with management 
of such sessions in an orderly fashion. That Is, a sesskxi 
not only allows ordinary data transport between the 

26 nodes, but it also provkies enhanced services in some 
appricatk>ns. The presentatnn layer 114 perfomns fre- 
quently-requested functions relating to the presentation 
of transmitted data, including encoding of data into 
standard fomiats, while the application layer 112 con- 

^ tains a variety of protocols that are commonly needed 
by processes executing on the nodes. 
[0008] Data transmission over the network 1 00 there- 
fore consists of generating data in, e.g., a sending proc- 
ess 104 executing on the source node 110, passing that 

3S data to the applk:ation layer 112 and down throu^ the 
layers of the protocol stack 1 25, where the data are se- 
quentially fomnatted as a packet for delivery onto the 
channel 180 as bits. Those packet bits are then trans- 
mitted to the protocol stack 175 of the destination node 

<o 1 50, where they are passed up that stack to a receiving 
process 174. Data fk>w is schematically illustrated by 
solid arrows. 

IPOOS] Although actual data transmisskxi occurs ver- 
tk:alty through the stacks, each layer is programmed as 

45 though such transmission were horizontaL That is, each 
layer In the source node 1 00 is programmed to transmit 
data to its correspondhg layer in the destinatk>n node 
150. as schematically shown by dotted arrows. To 
achieve this effect, each layer of the protocol stack 1 25 

so in the source node 1 1 0 typfcally adds information (in the 
form of a header field) to the data packet generated t>y 
the sending process as the packet descends the stack. 
At the destinatkxi node 150, the vark>us headers are 
stripped off one-by-one as the packet propagates up the 

ss layers of stack 175 until it arrives at the receiving proc- 
ess. 

[001 0] As noted, a significant function of each layer in 
the OSI rrxxJel is to provide services to the other layers. 
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Two types of services offered by the layers are 'connec- 
tton-oriented' and 'connectionless' network services. In 
a connection-oriented service, the source node estab- 
lishes a connection with a destination node and. after 
sending a packet, tenmnates the connection. The over- 
head associated with establishing the connectksn may 
be unattractive for nodes requiring efTictent communica- 
tton performance. For this case, a f uBy connectonless 
sennce is desirable where each transmitted packet car- 
ries the full address of its dssttnatk)n through the net- 
work. 

[0011] The connectionless network service is gener- 
aliy implemented by a network layer protocol, an aspect 
of which involves the routing of packets from the source 
node to the desthatkxi node, tn partk:ular, this aspect 
of the network layer concerns the algorithms arxJ proto- 
cols used by routers when cooperating to calculate 
paths through a network topology A routing algorithm 
is that portion of the network layer software responsible 
for determining an output communteatkxi link over 
which an incoming packet should be transmitted; a pop- 
ular type of network layer routing protocol is a link state 
routing protocol 

[0012] According to this protocol, each router con- 
structs a link state packet (LSP) comprising information, 
such as a list of "neighboring' nodes adjacent to the 
router, suffk:tent to generate a complete map of the to- 
pology of the network. The LSP is then forwarded to all 
other routers of the network, e.g.. a plurality of intercon- 
nected LANs. Each of these other routers stores only 
the most recently received LSP from the forwarding 
router in its LSP database. Armed with updated maps, 
these other routers may compute routes to destination 
nodes. An example of adistrbuted link state routing pro- 
tocol is the intermediate system to intermediate system 
(IS-IS) protocol defined by ISO. 
[001 3] Since the computed routes are dependent up- 
on the Informatbn stored in the LSP databases of the 
routers, it is essential that these databases are synchro- 
nized to ensure their contents are consistent and coher- 
ent. A known technique for ck>sely synchronizing LSP 
databases is to have one node periodically summarize 
the state of its database. Such technque is for example 
disckjsed in EP-A-0 447 725. According to this tech- 
nique, which is implemented by the IS-IS protocol, a sin- 
gle router on each LAN of the network is elected a des- 
ignated router (DR) and the DR periodically transmits a 
complete sequence numbers packet (CSNP) to all other 
routers on the LAN. The CSNP consists of identiffca- 
tk>ns of all LSP data items in the database, aSong with 
sequence numbers for these items. The routers that re- 
ceive the CSNP compare it with the contents of their da- 
tabases to determine whether their information is cur- 
rent. 

[0014] For example, if the sequence number of an 
LSP listed in the CSNP is greater, i.e., more recent, than 
the sequence numt>er for that LSP stored in the data- 
t>ase of a receiving router, that router may request the 



more recent infomnatkm pertaining to the LSP from the 
DR On the other hand, if an LSP stored tn the database 
of a receiving router has a sequence numt>er that is 
greater than the sequence number for that LSP listed )n 

s the CSNP, the DR has transmitted "stale' informatbn 
regarding that LSP In re^xsnse to this discovery, the re- 
ceiving router transmits the more recent informatkxt as- 
sociated with the LSP to the DR. which updates its da- 
tabase. Of course, if the contents of the CSNP are con- 

10 sistent with the contents of the receiving routers* data- 
bases, no further action is required. 
[0015] In order to characterize an entire LSP data- 
base, the CSNP may be very large, thereby requiring 
apportionment of the CSNP into smaller packet frag- 

is ments for transmission over the LANs. Each packet 
fragment characterizes a contiguous portkxi of the da- 
tabase and each is processed indeperulently by the re- 
ceiving routers; this enables comparison of the CSNP 
items with each item of each router's LSP database. 

20 However, transmission of these additional smaller pack- 
ets over the LANs consumes significant bandwidth, 
while processing of the additional indivkiual packets 
consumes substantial amounts of computational re- 
sources in the routers. 

2S |p016] Therefore, it is among the objects of the 
present jnventkxi to reduce the bandwidth consumed by 
transmisskxi of database summary informatkxi packets 
over a corrputer networic 

[0017] Another object of the present invention is to 
30 minimize computatk}nal resources within routers need- 
ed to process received database summary hformatkxi 
packets. 

SUMMARY OF THE INVENTION 

35 

[QOIS] The Inventkxi comprises a mechanism for ef- 
ficiently synchronizing the contents of databases stored 
on nodes of a computer network to ensure that those 
contents are consistent. Generally, the mechanism 

^ comprises means for generating a database klentrfier 
by a rtode of the computer network and comprises 
means for distnt>uttng to other receiving nodes coupled 
to the network. The datak>ase identifier is uniquely rep- 
resentative of the contents of the distributing node's da- 

^ tabase and the receiving nodes comprise means for 
comparing this unkiue testifier with their own generat- 
ed database identifiers to determine if the klentifiers, 
and thus their databases, are consistent and synchro- 
nized. 

so [001 9] In the illustrative embodiment described here- 
in, the klentifieris uniquely representative of a complete 
sequence numbers packet (CSNP) pertaining to the 
contents of a link state packet (LSP) database of the 
distributing node, e.g., a designated router. Spec?k:a]ty. 

&5 the designated router generates the database identifier 
from the entire CSNP and periodically broadcasts that 
identifier, rather than the CSNP itsetf. to the receiving 
nodes, Le., routers, on the network, such as a local area 
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network (LAN). The database identifier is preferably 
generated from a cryptographic message digest atgo- 
rrthm configured to transform the contents of the CSNP 
into a unique, fixed-length digest 'signature' whose con- 
tents are substantially less than those of the CSNP; ac- 
cordingly, transmission of the database identffjer in lieu 
of the CSNP optimizes both the use of conr^utational 
resources within the receiving routers and barKtwidth on 
the LAN. 

[0Q20] Upon receiving the database identifer, the rout- 
ers process that identifier to determine whether any dis- 
crepancies arise and if so, those routers may request 
copies of the entire CSNP. That is, each receiving router 
initially calculates an identrfier based on the contents of 
its LSP database and then compares the calculated 
identifier with the database identifier received from the 
designated router. A receiving router whose calculated 
database identifier conforms to the received datatiase 
identifier need only store that latter identrfier of the CS- 
NP. If the calculated identifier is different, the receiving 
router may request the CSNP to resolve any differertces 
in its database. Significantly, the designated router 
transmits the actual CSNP only In response to a change 
in the database or a request from another router. 
[0021] In the event a plurality of smaller packet frag- 
ments are needed for transmitting the CSNP over the 
LAN, the designated router preferably computes an 
kJentrfier for each CSNP fragment. In an altemate err>- 
bodiment of the inventksn, a hierarchical arrangement 
provides a single, high-level database identifier for the 
entire CSNP and a plurality of low-level database tien- 
tifiers for these Individual CSNP fragments. Here, the 
high-level identifier is periodically broadcast by the des- 
ignated router and if a discrepancy is found at a partic- 
ular router, that router may request a list of the low-level 
kjentifiers in order to isolate the discreparK^y in the da- 
tabase. 

[0022] In a related altemate embodiment, the hierar- 
chical arrangement is nKxJrfied to provkto a tw&«tage 
operatk)n arrangement at the receiving routers. Specif- 
ically, the high-level and k3W-levet ktentifiersare bundled 
withbi a "helk^" message that is periodkslty broadcast 
by the designated router to the receiving routers. Ac- 
cording to the first operation stage, each receiving router 
cabulates an kJentifier based on the entirety of its data- 
base, compares that Identifier with the received high- 
level identifier and, if they match, ignores the remainder 
of the message. On the other hand, if the kjentifiers are 
dissimilar, the receiving router proceeds to the second 
stage, whk^ specifies computing kientifiers for partk:u- 
tar fragments of the database. These latter kientifiers 
are thereafter compared with the appropriate k>w-level 
kjentifiers to kientify the rncortsistent database frag- 
ments. 

[0023] Advantageously, the inventive embodiments 
described abwe do not require extensive use of con> 
putatkxial resources in the receiving routers unless 
there are inconsistencies in the databases. In other 



words, the inventkxi conserves processing resources 
by potentially eliminating the needto labor through Men- 
trfier cafcutatnns and comparisons for each database 
fragment Moreover, these approaches are flexible in 
s that the number of hierarchk^l layers, database frag- 
ments and k>w-level kientifiers are selectable. 

BRIEF DESCRIPTION OF THE DRAWINGS 

10 [0024] The above and further advantages of the tn- 
ventksn may be better understood by referring to the fol- 
bwing descr^tkm in conjunctbn with the accompanying 
drawings, tn which like references indrcate similar ele- 
ments, and in whk:h: 

IS 

Fig. 1 is a schematk; bkx:k diagram of prior art pro- 
tocol stacks used to transmit data between nodes 
of a computer network; 

Fig. 2 is a block diagram of a networic system in- 
20 duding a collection of computer networks connect- 
ed to a plurality of nodes; 
Rg. 3 is a schematic diagram of a conventkxial llik 
state packet (LSP) used in accordance with a net- 
work layer routing protocol; 
ss Figs. 4A-4B are schematk: diagrams of complete 
sequence numbers packets used in accordarKe 
with a network layer protocol; 
Fig. 5 is a schematic diagram Illustrating an illustra- 
tive embodiment of a message containing a novel 
30 database kJentrfier mechanism according to the 
present invention; 

Figs. 6A-6B are schematk: diagrams of altemate 
embodiments of messages containing high-level 
and k>w-level database kJentifiers in accordance 
35 with the invention; and 

Fig. 7 Is a schematic diagram of yet another alter- 
nate embodiment of a message containing various 
level database identifiers in accordance with the in- 
ventksn. 

40 

DETAILED DESCRIPTION OF ILLUSTRATIVE 
EMBODIMENT 

[0025] Fig. 2 is a block diagram of a network system 
^ 200 comprising a collection of computer networks con- 
nected to a plurality of nodes. The nodes are typteally 
general-purpose computers comprising source nodes 
S1-S6. destination node D and intermediate nodes 
R1-FI6. Each node typically comprises a central 
so processing unit (CPU) 202. a menxxy unrt 204 and at 
least one networic adapter 206 interconnected by a sys- 
tem bus 21 0. The merrxjry unit 204 may comprise stor- 
age locations typically composed of random access 
memory (RAM) devk^es. whch are addressable by the 
ss CPU 202 and network adapter 206. An operating sys- 
tem, portions of whch aire typically resklent in memory 
and executed by CPU, furtctnnally organizes the rxxte 
by, inter a!ia, invoking network operatkxis in support of 
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processes executing in the CPU. 
[0Q26] The computer networks included within sys- 
tem 200 are local area networks (LANs) 1-2 intercon- 
nected by rntermediate node R4. which is preferably a 
router. Communication among the nodes coupled to the 
LANs is typically effected by exchanging discrete data 
'packets' among the nodes. Router R4 tadlitates the 
flow of these data packets throughout the system by 
routing the packets to the proper receiving nodes. 
[0027] In general, when a source node transmits a 
packet over LAN 1, the packet is sent to all nodes on 
that LAN. If the intended recipient of the packet is con- 
nected to LAN 2, the packet is routed through router R4 
onto LAN 2. lypicaJly. the packet contains two destina- 
tion addresses: the address of the final destinatkxi node 
and the address of the next node atong the route. The 
final destinatkxi address remains constant as the packet 
traverses the networks, while the next destination ad- 
dress changes as the packet moves from node to node 
along the route through the networks. 
[0028] Specifically, when source node S1 sends a 
packet to destlnatton node D. Le., the final destinatk>n 
address, the packet is transmitted onto LAN 1 with a 
next destination address specifying the address of rout- 
er R4. Address informaton embedded in the packet, 
which is processed by the higher-tayer software of the 
protocol stack 250, Identifies the final destination of the 
packet as node D. Based on this information, R4 deter- 
mines that the next node is the final destination rxxia D 
and transmits the packet over LAN 2 to node D. 
[0020] A key function of a router is detenmining the 
next node to which the packet is sent; this routing func- 
tion is preferably performed by network layer 260 of a 
protocol stack 250 within each node. This aspect of the 
network layer concerns the algorithms and protocols 
used by routers when cooperating to cateutate paths 
through a network topology. The routers typteaily exe- 
cute routing algorithms to deckJe over whtoh communi- 
cation links incoming packets should be transmitted; a 
type of network layer routing protocol commonly err>- 
ployed by routers is a link state routing protocol. 
[0030] According to this protocol, each router cor>- 
structs a link state packet (LSP) containing information 
needed to generate a complete map of the topology of 
the network. Fig. 3 depicts a schematic diagram of the 
LSP 300 comprishg, inter af^, a source fieM 302 that 
indicates the particular source node generating the LSR- 
a sequence number field 304 for storing the sequence 
number of the LSP and a neighbors field 306 containing 
a of 'neighbors', i.e.. nodes adjacent to the source 
node. The sequence number is preferably a nxxiotoni- 
cally increasing value that functions as a counter to 
uniquely kJentrfy the LSP. 

[0031] Each router fonvards its LSP 300 to all other 
routers coupled to the network and each of the other 
routers stores only the most recently received LSP in a 
LSP database organized in each of their memories 204 
(Fig. 2). Armed with an updated set of LSPs, each router 



may execute predetermined algorithms to compute 
routes to destinatkxi rKxIes. An example of a distributed 
link state routing protocol is the intermediate system to 
rntermediate system (IS-IS) protocol. 

s [0032] Since the computed routes are dependent up- 
on the informatkxi stored in the LSP databases of the 
routers, it is essential that these databases are synchro- 
nized to ensure their contents are consistent A known 
technque for ck>sely synchronizing LSP databases in- 
to volves designating a single router on the network as a 
designated router that pariodicaly transmits a complete 
sequence numbers packet (CSNP) to all other routers 
on the network. Fig. 4A is a schematk; diagram of a CS- 
NP 400 comprising a list of identificatkxts of LSP data 

IS ttems 410 in the designated router's database, akmg 
with sequence numbers 420 for these items. 
[0033] The routers that receive the CSNP 400 com- 
pare it with the contents of their databases to determine 
whether their informatkxi is current That is, the routers 

20 compare each sequence number of the items listed In 
the CSNP with the sequence number (4 corresponding 
data items of their databases to determine if they are 
equal. If they are not. the greater. I.e., more recent, data 
Item as indicated by the sequence number is provided 

2S to the router having the less recent itera 

[0O34] In order to characterize an entire LSP data- 
base, the CSNP may be very large, thereby requiring 
apportionnnent of the CSNP into smaller packet frag- 
ments fortransmissk>n over the network. Fig. 43depicts 

30 schematk: diagrams of CSNP fragments 450a-c, each 
of whch comprises a list of sequence numbers tied to 
an address range of LSP data items. Each packet frag- 
ment 450a-c preferably characterizes a contiguous por- 
tion of the database, e.g., addresses xx-zz, and each is 

35 processed independently by the receiving routers. How- 
ever, as noted, transmieskxi of these additional smaller 
packet fragments 450a-c over the network consumes 
signifk:ant bandwkith, while processing of the additional 
individual packets consumes substantial amounts of 

^ computatksnal resources in the routers. 

[0035] In accordance with the viventkxi. a mechanism 
is prcvkM for effidentfy synchronizing the contents of 
databases stored on nodes of a computer network to 
ensure that those contents are consistent. Specifically, 

^ the mechanism comprises a database identifier gener- 
ated by a node of the computer networic and distn'buted 
to other nodes coupled to the network. According to the 
Invention, the database Identifier is uniquely represent- 
ative of the contents of the node's datatiase and the oth- 

50 er nodes compare this unk)ue ktentifier with their own 
generated database identifiers to determine if the iden- 
tifiers, and thus their databases, are consistent. 
[0036] In the illustrative embodiment, the database 
Wentifier is unk^uely representative of the CSNP, Refer- 

ss ring also to Fig. 2, the node (e.g.. a desisted router 
which, for purposes of descriptbn. is router R4) gener- 
ates the database identifier from the entire CSNP 400 
and perkxjicafly broadcasts that identifier, rather than 
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the CSNP rtsetf, to other nodes (e.g., routers) R1 -R3and 
R5-R6 coupled to LANs 1-2 tiy way of e.g., a 'hello* 
message. Ffg. 5 Is a schematic diagram of a hello mes- 
sage packet 500 containing, inter alia, infomnation such 
as the novel database identifier 51 0 of the invention and 
the source jdentlHcatton (orginator) 502 of the massage, 
i.e., the designated router R4. 
[0037] Preferably, the database identifier 510 is gen- 
erated from a cryptographic message digest algorithm 
executed by the CPU 202 and configured to transform 
the CSNP into a unique, fixed-length digest 'signature' 
whose contents are substantially less than those of the 
CSNR It should be noted, however, that the identffier 
51 0 may be generated by other techniques, such as cy- 
clic redurxiancy checking or sequence number genera- 
tkxi by the CPU. The underlying requirement of such 
technk^uas Is that they must be capable of producing 
unique values with high probability. 
[0038] In the illustrative embodiment, the contents of 
the database identifier fiekJ may comprise a 64 or 128 
bit length of the message, although any concise signa- 
ture of relatively nrxxiest fbced length woukd suffKe. A 
significant aspect of the invention is that the routers 
need only examine and compare the contents of these 
fixed length f\e\ds to ascertain the coherency of their da- 
tabases. Accordingly, transmisskyi of the database 
identifier In lieu of the CSNP optimizes both the use of 
computatkinal resources within the other routers and 
bandwkfth on the network. 

[D039] Upon receiving the database identif er, the rout- 
ers R1-R3 and R5-R6 process that identifier to deter- 
mine whether any discrepancies arise and if so, those 
routers may request copies of the entire CSNP from the 
designated router R4. TTiat is, each receiving router in- 
itially catoulates an kjentifier based on the contents of 
its LSP database and then compares the cak;ulated 
kientifier with the database kientifier received from the 
designated router. Of course, the routers R1-R3 and 
R5-R6 cateulate their identifiers according to the same 
algorithm or technique used by router R4. 
[0O4O] A receiving router whose calculated database 
kjentifier conforms to the received database kientifier 
need only store tfiat latter identifier of the CSNP. If the 
caksulated tientifier isdifferent, the receiving router may 
request the entire CSNP from the designated router R4 
to resolve any differences tn Its database. Si^ifk^antty. 
R4 transmits the actual CSNP only in response to a 
change in its database or in response to a request from 
another router. 

[0041] In the event a plurality of smaller packet frag- 
ments 450a-c are needed lor transmitting the CSNP 400 
over the LANs 1-2. the designated router preferably 
computes an Wentifier for each CSNP fragment In an 
altemate embodiment of the inventbn, a hierarchk^al ar- 
rangement provkjes a single, high-level database kien- 
tifier for the entire CSNP and a plurality of low-level da- 
tabase identifiers for these individual CSNP fragments. 
Referring to Figs. 6Aand 6B, the high-level kientifier 61 0 



is contained within a high-level helk) message 600 that 
is periodically broadcast by the designated router R4. If 
a dtscreparicy between kientifiers is discovered by a 
router, that router may request a partcular k)w-level 

s kientifier 625a-c stored in bw-levei messages 620a-c, 
respectively; each identifier 625a-c corresponds to an 
appropriate CSNP fragment 450a-c. 
[0042] In a related altemate embodiment, the hierar- 
dh\ca\ arrangement is further modified to provkle a two- 

10 stage operatkxi arrangement at the receiving routers 
R1 -R3 and R5-R6. Specifically, the high-level and kw- 
level kjantifiens are bundled within the same helk) mes- 
sage that is periodkially broadcast by the designated 
router R4 to the other routers. Fig. 7 Is a schematk: di- 

15 agram of a helk> message 700 containing the various 
level Mentifiers, such as high-level kientifier 710 arxi 
bw-level identifiers 725a-c. 

[0043] According to the first operatkxi stage of the ar- 
rangement, each receiving router cateulates an kientifi- 

^ er based on the entirety of its database, compares that 
dentrfier with the received high-level Mentifier 710 ar>d, 
ft they nnatch. ignores the remavKler of the message 
700. On the other hand, if the kientifiers are dissimilar, 
the recehring router proceeds to the second stage, 

^ which specifies computations of Wentifiers for particular 
fragments of the database. These latter identifiers are 
thereafter compared with the appropriate k>w-level Wen- 
tifiers 725a-c to kientify the inconsistent datatsase frag- 
ments. 

30 [0044] One advantage of the invention is that exten- 
sive use of computational resources in the receiving 
routers is not required unless there are inconsistencies 
in the databases. In other words, the inventkxi con- 
sen/es processkig resources by potentially eliminating 

3S the need to labor throu^ kientifier cak;utattons and 
comparisons for each database fragment In addltton. 
the inventksn is flexible in that the number of hierarchical 
layers, database fragments and k>w-level identifiers are 
selectable. 

40 [0045] While there has been shown and descnlxed il- 
lustrative embodiments for implementing a nnechanism 
that efficiently synchronizes the LSP datat>ases of rout- 
ers coupled to a LAN, it is to be understood that various 
other adaptatkns and modificatkxis may be made with- 

^ in the spirit and scope of the invention. For example, the 
mechanism described herein may be used in any type 
of distributed system requiring efficient synchiT)nizatk)n 
of the contents of databases stored on rKxies of a corrv 
puter network. In the case of such distributed systems, 

so a designated node of the computer networic generates 
the database kientifier and distributes that identifier to 
other nodes coupled to the network. According to the 
invention, the database identifier is uniquely represent- 
ative of the contents of the designated node's database 

S5 and the receiving nodes generate their own database 
identrfiers from the contents of their databases so that 
they may compare their kientfiers with that of the des- 
ignated node to ensure that the contents of their data- 
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bases are oonsistent 

[0046] The f oregoirvg description has been directed to 
specific embodimenis of this invention, tt will be appar- 
ent, however, that other variations and modifications 
may be made to the described embodiments, with the s 
attainment of some or all of their advantages. Therefore, 
it b the object of the appended claims to cover all such 
varrations and modifications as come within the true 
scope of the invention. 



Claims 

1 . A mechanism for efficiently synchronizing the con- 
tents of databases stored on nodes of a computer 
network (200) characterized in that the mechanism 
comprises means for generating a database identi- 
fier (510) by each node of the computer network 
from the contents of a database associated with 
each node, the database Mentrfier unk^uety repre- 
sentative of the contents of the database associat- 
ed with each node, whereby a node (SI - S6; R1 - 
R6) of the network comprises means for distributing 
its database kientifier to a receiving node (D) of the 
network and the receiving node comprises means 
for comparing its database identifter with the distrib- 
uted database kientifier to determine if the identifi- 
ers, an6 thus the databases, are synchronized. 

2. The mechanism of Claim 1 , wherein the ctetabase 30 
kientifier is unk^uety representative of a complete 
sequence numbers packet (CSNP) (400) pertaining 

to the contents of a link state packet (LSP) (300) 
database of the distributing node (SI - S6; R1 - R6). 

3S 

3. The mecfianism of Claim 2, wherein the nodes are 
routers (R1 - R6) and wherein the distributing node 
is a designated router (R4). 

4. The mechanism of Claim 1 , wherein the database 40 
kientifier (510) Is generated by a cryptographk: 
message digest algorithm configured to transform 
the contents of the database into a unque. fixed- 
length digest, by cyclk; redundancy checking, or by 
sequence number generatksn. 45 



ured to generate a second dlatak>ase identifier 
from the contents of a second database asso- 
ciated with the other router, the second data- 
base identifier unk^uefy representative of the 
contents of the second database, 
wherein the designated router perkxfically dis- 
tributes the first database kientifier to the other 
router whk:h compares the first datat>ase Iden- 
tifier with the second database identifier to de- 
termine whether the datat^ase identifiers, and 
thus the first and second databases, are con- 
sistent 



generating a first database kientifier from the 
contents of a first database associated with a 
designated node coupled to the network, the 
first database Identifier uniquely representative 
of the contents of the first database; 
cak;ulating second datat>ase kfentifiers from 
the contents of second databases associated 
with a plurality of other routers coupled to the 
network, the second database identifiers 
unk^uely representative of the contents of the 
second databases; 

periodk:ally broadcasting the first datat}ase 
kientifier to the other routers over the network; 
arKi 

processing the first database identifier at the 
other routers to detenmine whether there are 
any discrepancies between the first and second 
databases. 



6. The arrangement of Claim 5, wherein the database 
'5 kientifiers are unk^uely representative of complete 

sequerKO numbers packets (CSNP) (400) pertain- 
ing to the contents of link state packet (LSP) (300) 
datalsases and wherein the designated router gen- 
erates the first datak)ase kientifier from the CSNP 
^ and periodically broadcasts the first datat)ase kien- 
tifier, rather than the CSNP itself, to the other router. 

7. A method for efficiently synchronizing the contents 
of databases stored on nodes (SI - S6; R1 - R6) of 

2S a computer network (200) characterized in that the 
method comprises: 



5. An arrangement for efficiently synchronizing the a The method of Claim 7, whereii the step of gener- 

contents of databases stored on routers (R1 - R6) atlng comprises the step of generating the first da- 

of a computer networic (200) characterized in that tabase identifier that Is unquety representative of a 

the arrangement comprises: so corriplete sequence numbers packet (CSNP) per- 
taining to the contents of a link state packet (LSP) 

a designated router (R4) coupled to th e network database associated with the designated router, 
and configured to generate a first datatsase 

Identifier from the contents of a first datat>ase 9. The methodof Claim 8. wherein the step of process- 
associated with the designated router, the first ss ing comprises the step of comparing the second da- 
database identifier uniquely representative of tabase kientifier with the first database kientifier, 
the contents of the first database; and and if the second database kientifier matches the 
at least one other router of the networic config- first database identifier, storing the first database 
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tdentrfier at ttie other routers, or if the second data- 
base Identifier does not nnatch the first database 
Identifier, requesting the CSNP from the designated 
router. 

10. The metliod of C\asm 8, further comprising the steps 
of: 

generating third database identifiers (625a - c), 
each of which is uniquety representative of a 
fragment (450a - c) of the CSNP pertaining to 
the contents of a LSP database associated with 
the designated router; and 
calculating fourth datat^ase identifiers, each of 
which is uniquely representative of a fragment 
of the CSNP pertaining to the contents of a LSP 
database associated with each other router. 

11. The method of Claim 10, wherein the step of 
processing comprises the step of comparing the 
second database identifier with the first database 
identifier, and if the second database identifier 
matches the first database identifier, storing the first 
database identifier at the other routers, or if the sec- 
ond database identifier does not malch the first da- 
tabase identifier, comparing a particular third data- 
base identifier with a corresponding fourth data- 
base identifier to resolve any discrepancies. 



Patentanspruche 

1. Mechanismus zur wirksamen Synchronisierung der 
tnhaite von Datenbanken. die aut Knoten eines 
Computemetzwerlcs (200) gespeichert sind. da- 
durch gekennzeichnet. da8 der Mechanismus: 
eine \A3rrichtung zur Erzeugung etnes Datenbank- 
Identifizierers (510) aufweist, dervon jedem Knoten 
des Computemetzwerks aus dem Infiait einer Da- 
tenbank erzeugt wird, welche jedem KrK>ten zuge- 
ordnet ist, wobei der Datenbank-ldentlfizierer em- 
deutig den Inhalt der Datenbank identffiziert. wel- 
che jedem Knoten zugeordnet ist. wodurch ein Kno- 
ten (S1 -S6; R1-R6) des Netzwericseine VDrTk:htung 
zum Verteilen seines Datenbank-ldentifizierers zu 
einem Empfangsknoten (E) des Netzwerks auf- 
weist; und der Empfangsknoten eine \A3rrichtung 
zum Vergleichen seines Datenbank-ldentifizierers 
mit dem vertellten Datentiank-ldentifizierer auf- 
weist, um festzustelten, ob die tdentifizierer und da- 
her die Datenbanken synchronisiert strid. 

2. Mechanismus nach Anspruch 1 , bei wek^hem der 
Datentmnken-ldentifizierer eindeutig ein vollstSndi- 
ges Sequenznummernpaket (CSNP) (400) repra- 
sentiert. wek;hes den Inhalt einer Verbindungszu- 
standspaket-(LSP) (300) Datenbank des Vertei- 
lungsknotens (S1-S6; R1-R6) betritft. 



3. Mechanismus nach Anspnjch 2. bei welchem die 
Knoten Leitwegvorrichtungen (R1-R6) sind. und 
der verteilende Knoten eine festgelegle Lettweg- 
vonichtung (R4) ist. 

5 

4. Mechanismus nach Anspruch 1. bei wetehem der 
Datenbank-ldentlfizierer (510) von etiem \ferart>ei- 
tungsalgorlthmus fOr eine kryptographische Nach- 
richt erzeugt wird, dersoausgebildet ist, daBerden 

10 Inhalt der Datenbank in eine eindeutige Viarartjei- 
tung mit fester Lange umwandeft. durch zyklische 
RedundanzutjerprQfung, oder durch Sequenznum- 
memerzeugung. 

IS 5. Anordnung zum wirksamen Synchronisieren der In- 
halte von Datenbanken, die auf Leitwegvorrichtun- 
gen (R1-R6) eines Computemetzwerits (200) ge- 
spek^hert sind, dadurch gekenrizekrhnet. daB die 
Anordnung aufweist: 

20 

eine festgelegte Leitwegvornchtung (R4), die 
mit dem Netzwerkgekoppelt ist, undso ausge- 
bildet ist, daB ste einen ersten Datent)ank-lden- 
tifiziererausdem Inhalt einer ersten Datenbank 

25 erzeugt, wek;he der testgelegten Leitwegvor- 

nchtung zugeordnet ist, wobei der erste Daten- 
bank-ldentlfizierer eindeutig den Inhalt der er- 
sten Datenbank reprasentiert; und 
zumindest eine andere Leitwegvorrtchtung des 

^ Netzwerks, die so ausgeblkJet ist. daB sie einen 

zwerten Datenbank-ldentifizierer aus dem In- 
halt einer zwerten Datenbank erzeugt, welche 
der anderen Leitwegvorrk^htung zugeordnet 
ist, wobei der zweite Datenbank-ldentifizierer 

3S eMeutig den Inhalt der zweiten Datenbank re- 

prasentiert. 

wobei die festgelegte Leitwegvornchtung peri- 
odisch den ersten Datenbank-ldentifizierer an 
die andere Leitwegvorrchtung verteilt, wek:he 
^ den ersten Datenbank-ldentifizierer mit dem 

zweiten Datenbank-ldentifizierer vergleicht. 
um zu bestimmen. ob die Datenbank-ldentifi- 
zierer und daher die erste und zweite Daten- 
bank konslstent sind. 

46 

6. Anordnung nach Anspruch 5, t>ei welcher die Da- 
tentiank-tdentifizierer eindeutig vollstandige Se- 
quenznummempakete (CSNP) (400) reprasentie- 
ren. welche den Inhalt von Verbindungszustands- 

so paket- (LSP) (300) Datenbanken betreffen. und wo- 
bei die festgelegte Leitwegvornchtung den ersten 
Datenbank-ldentifizierer aus dem CSNP erzeugt. 
und perkxtischden ersten Datent>ank-ldentifiziarer. 
statt des CSNP selbst, an die andere Leitwegvor- 

*5 richtung sendet. 

7. Verfahren zum wirksamen Synchronisieren der In- 
hatte von Datenbanken, die aut Knoten (S1-S6; 
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R1-R6) eines Computemetzwerlcs (200) gespai- 
chort sind, dadurch gekennzeichnet dciB das Var- 
fahren umfafJt 

die Erzeugung eines ersten Datenbank-ldenti- 5 
fizierers aus dam Inhalt einer ersten Daten- 
bank, wek:h6 emem festgelegten Knoten zuge- 
ordhet tst, der mit dem Netzwerk gekoppelt ist. 
wobei der erste Datenbank-tdentifizierer ein- 
deutig den tnhalt der ersten Datenbank repra- 
sentiert; 

die Berechnung zweiter Datenbank-ldentrfizie- 
rer aus den Inhatten zweiter Datenbanken. die 
mehreren anderen Leftwegvorrichtungen zu- 
geordhet sind. die mit dem Netzwerk gekoppett 
sind. wobei die zWeiten Datenbank-ldentifizie- 
rer eindautig den Inhalt der zwerten C)atenl>an- 
ken reprasentieren; 

die periodische Sendung des ersten Daten- 
bank-ldentffizierers an die anderen Leitwegvor- 
rk;htungen Qber das Netzwerk; und 

die Verart>eitung des ersten Datenbank-ldenti- 
fizierers an den anderen Leitwegvorrlchtungen, 
um zu bastimmen, ob irgendwelche Diskrepan- 
zen zwischen der ersten Datenbank und den 
zweiten Datenbanken vorharKlen sind. 

8. Verfahren nach Anspruch 7, bei wetohem der 
Schritt der Erzeugung den Schritt der Efzeugung 
des ersten Datenbank-tdentifizlerers umfaBt, wel- 
cher einc^ig ein voHstandiges Sequenznurrvnem- 
paket (CSNP) reprasentiert, welches den Inhatt ei- 
ner Verbindungszustandspak^-{LSP) Datenbank 
betrrfft^ wek;he der festgelegten Lertwegvorrichtung 
zugeordnet ist. 

9. Verfahren nach Anspruch 6, bei welchem der 
Schritt der Verart>ettung den Schritt des Verglek^s 
des zweiten Datenbank-ldentiflzierers mit dem er- 
sten Datenbank-ldentifizierer umfafM, urrd dann, 
wenn der zwefte Datenbank-ldentifizierer zum er- 
sten Datent>ank-1dentifizierer paBt, der erste Da- 
tenbank-ldentifizierer an den anderen Leitwegvor- 
richtungen gespeichert wird, jedochdann, wenn der 
zweite Datenbank-ldentifizierer nicht zum ercten 
Datenbank-ldentifizierer paOt, das CSNP von der 
festgelegten Leitwegvorrichtung angefordert wird. 

10. Verfahren nach Anspruch 8, mit folgenden weiteren 
Schritten: 

Erzeugung drifter Datenbank-ldentifizierer 
(625a-c), die jeweits eindeutig ein Fragment 
(450a-c) des CSNP reprasentieren, wetehes 
den Inhalt einer LSP-Datenbank betrifft, die der 



festgelegten Leitwegvorrichtung zugeordnet 
ist; und 

Berechnung vierter Datenbank-ldentifizierer. 
die jeweils eindeutig ein Fragment des CSNP 
reprasentieren, wek;hes den tnhalt einer LSP- 
Datenbank betrifft, wek:he Jeder anderen Leit- 
wegvorrichtung zugeordnet ist. 

11. Verfahren nach Anspruch 10, bei welchem der 
Schritt der Verart>ertung den Schritt des Verglei- 
chens des zweiten Datenbank-ldentifizierers mit 
dem ersten Datenbank-ldentifizierer umfaBt. und 
dann, wenn der zweite Datenbank-ldentifizierer 
zum ersten Datenbank-ldentifizierer paBt. der erste 
Datenbank-ldentifizierer an den anderen Lertw^ 
vorrichtungen gespeichert wird, jedoch dann, wenn 
der zweite Datent)ank-ldentifizierer nicht zum er- 
sten Datenbank-ldentifizierer paBt, ein bestimmter 
drifter Datenbank-ldentifizierer mit einem entspre- 
chenden vierten Datenl>ank-ldentrfizierer vergli- 
chen wird, um irgendwek^he Diskrepanzen aufzuto- 
sen. 



Revendlcatlons 

1 . Mdcanisme pour synchroniser efficeicement le oon- 
tenu de bases de dorvides stockdes sur des noeuds 
d'un rdseau cfordinateurs (200), caract6iis6 en ce 
que le mdcanisme comprend des nrx^yens pour gd- 
ndrer un klentrficateur de base de donn6es (510) 
gdndrd par chaqua noeud du r6seau d*ordinateurs 
£k partir des contenus de bases de donn^es asso- 
ci6es k chaque noeud, PkJentifk^teur de bases de 
donndes 6tant unlquement reprdsentatif du conte- 
nu de la base de donndes assoctde d chaque 
noeud, d'ou it r6sutte qu'un noeud (SI -S6 ; R1 -R6) 
du rdseau comprend des moyens pour distrft>uer 
son identificateur de base de donn^ h un noeud 
de rdceptkxY (D) du r^seau et le noeud de reception 
comprend des moyens pour comparer son kfentifi- 
cateur de base de donndes avec Pkientificateur de 
base de donndes distribud pour ddtenminer si les 
kjentrfksiteurs, et ainsi les bases de donntes, sont 
syrKhronis^s. 

2. Mdcanisme sekxi la rGvendk:ation 1, dans lequel 
I'kjentiJicateur de base de donndes est uniquemsnt 
reprdsentatff d'un paquet de nombres de sequen- 
ces complet (CSNP) (400) appartenant au contenu 
dune base de donn^es de paquets d^tats de 
liaison (LSP) (300) du noeud de distnliution 
{S1-S6; R1-RS). 

3. M^canisme seton la revendication 2, dans lequel 
les noeuds sont des routeurs (R1-l^) et dans le- 
quel le noeud de distribution est un routeur d6sign6 
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(R4). 

4. Mdcanisme selon la revendication 1, dans lequel 
rtdentiffcateur debase de donndes (510) est gdndrd 
par un algorithme &un condensd de messages 
cryptographiques cxxifigurd pour transformer le 
oontenu de la base de donn^es en un condense uni- 
que de longueur fixde, par un contr6le de redorxlan- 
ce cyctique. ou par une g^dration de rxxnbres da 
e^uences. 

5. Agencement pour synchroniser efficacement le 
contenu de bases de donates stock^es sur des 
routeurs (R1-R6) d'un r6seau d'ordtnateurs (200). 
caract^risd en ce que ragerK^ement comprend : 

- un routeur dteignd (R4) coupld au rdseau et 
configure pour g^6rer un premier Identtfica- 
teur de base de donndes h partir du contenu 
d'une premiere base de donn6es associ^e au 
routeur ddsignd, le premier kJentificateur de ba- 
se de donndes dtant uniquement repr^sentatif 
du contenu de la premiere base de donndes ; et 

- au moins un autre routeur du rdseau configure 
pour gSn&rer un deuxi&me identificateur de ba- 
ses de donn^es h partir du contenu cfune 
deuxidme base de donn^es associde k Pautre 
routeur, le deuxidme identificateur de base de 
donn^es dtant uniquement reprdsentatif du 
contenu de la deuxi^me base de donndes, 

dans tequel le routeur dteignd distnbue pdriodique- 
ment le premier identificaleur de base de donndes 
k rautre routeur, qui compare le premier idemifica- 
teur de base de donndes au deuxidme identificateur 
de base de donnSes, pour determiner si les Identi- 
ficateurs de bases de donndes, etainsi les premiere 
et deuxi^e base de donn^es sent consistants en- 
tre eux. 

6. Agencement selon la reverxjication 5, dans lequel 
les identtficateurs de base de donndes sont unique- 
ment reprdsentatifs de paquets de nombres de se- 
quences complets (CSNP) (400) appartenant au 
contenu de bases de donndes de paquets d'^tats 
de liaison (LSP) (300), et dans lequel le routeur d^- 
sign6 gdn^re le premier identificateur de base de 
donndes d partir du CSNP et diffuse pdriodique- 
ment le premier identificateur de base de donndes. 
ptut6t que le CSNP lui-mdme, h Tautre routeur. 

7. Proc^dd pour syrichroniser efficacement le contenu 
de bases de donndes stock^es sur des noeucte 
(S1-S6 ; R1-R6) d'un rdseau d'ordinateurs (200). 
caracterisd en ce que le procddd comprend les sta- 
pes suivantes : 

- gdndrer un premier identificateur de base de 



donnees k partir du contenu d'une premiere ba- 
se de donntes associ^e k un noeud ddsignd 
ooupie au rdsaau. le premier identificateur de 
base de donndes dtant unk^uement reprdsen- 
s tatif du contenu de la premi&re base de 

donndes; 

- caksuler des deuxi^es Identificateurs de base 
de donndes k partir du contenu de deuxidnoes 
bases de donndes assocides k une muKiplidtd 

10 d^utres routeurs couptds au rdseau, les 

deuxidmes kientificateurs de base de donndes 
dtant uniquement reprdsentatifs du contenu 
des deuxidnDes bases de donndes ; 
diffuser pdriodquement le premier k)entifk:a- 

is teur de base de donndes aux autres routeurs 

sur le rdseau ; et 

trailer le premier kJentifcateur de base de don- 
ndes au niveau des autres routeurs pour ddter- 
mtner s'il exists des ddsaccords entre la pre- 
20 midre et la deuxidme bases de donndes. 

8. Procddd seton la revendication 7. darts lequel Tdta- 
pe de gdndratkxi comprend I'dtape de gdndration 
du premier klentifKateur de base de donndes qui 
25 est uniquement reprdsentatif d^n paquet de nom- 
bres de sequences complet [CSNP) appartenant au 
contenu cfune base de donndes da paquets d'dtats 
de liaison (LSP) associde au routeur ddsignd. 

30 g. Procddd selon la revendication 8, dans lequel f dta- 
pe de traitement comprend Pdtape conslstant k 
comparer le deuxidme Kfentrficateur de base de 
donndes avec le premier identifk^ateur da base de 
donndes et, si le deuxidme klentificateur de base 

35 de donndes correspond au premier identificateur de 
base de donndes. le premier identificateur de base 
de donndes est stockd au niveau des autres rou- 
teurs. ou. si le deuxidme identificateur de base de 
donndes ne correspond pas au premier identifica- 

40 teur de base de donndes, le CSNP est requis 
auprds du routeur ddsi^d. 

10. Procddd sek)n la revendication B, comprenant en 
outre les dtapes suivantes : 

45 

- gdndrer des troisidmes identificateurs de base 
de donndes (625a-c) dont chacun est unique- 
ment reprdsentatif d'un fragment (450a-c) du 
CSNP appartenant au contenu d'une ba&e de 

so donndes de LSP associde au routeur ddsignd ; 

et 

cak:uler des quatridmes kientificateurs de base 
de donndes. dont chacun est uniquement re- 
prdsentatif d'un fragment du CSNP apparte- 
55 nant au contenu tfurw base de donnde de LSP 

associde k chaque autre routeur. 

11. Procddd sekxi la revendk:ation 10. dans lequel 
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r^tape de traitement comprend Pdtape de compa- 
raison du dsuxitoe tdentfficateur de base de dorv 
ndes avec le premier identrficateur de base de don- 
ndes et, si le deuxi^e identrficateur de base de 
donntes correspond au premier identrficateur de s 
base de donn^es, le premier identificateur de base 
de donn^es est stocks au niveau des autres rou- 
teurs, ou, si le deuxi^e identificateur de base de 
donnas ne correspond pas au premier identifica- 
teurde basededonndes, un troisidme identrficateur 10 
de base de donn^es particuller est compard h un 
quatri^e identificateur de base de donndes cor- 
respondant pour rdsoudre tout disaccord. 
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